
1Guide to Using and Storing Information at the University

Why read this?
The University uses and stores a vast array of information in the course of its activities. The 
University is committed to compliance with applicable legislation.  This guide provides a brief 
overview of relevant requirements and where you can find further information. It covers:

•	 the Privacy Act 1993 and the Health Information Privacy Code 1994;

•	 misuse	of	confidential	information;

•	 the	Official Information Act 1982;

•	 the Public Records Act 2005; and    

•	 other	document	retention	obligations.

Privacy

Purpose of Privacy Act 1993

The main purpose of the Privacy Act 1993 (Privacy Act) is the promotion and protection 
of the privacy of individual human beings. It does not protect the privacy of companies 
or other organisations. The Privacy Act is essentially concerned with good information 
handling practices. 

The Privacy Act deals with the collecting, holding, using and disclosing of ‘personal 
information’ by an agency. ‘Agency’ is broadly defined and includes any person or body of 
persons. Personal information is any information about an identifiable individual. The Privacy 
Act contains 12 core privacy principles which cover the matters discussed below. Note that 
for health information, the principles set out in the Health Information Privacy Code apply 
in substitution for the principles set out below. 
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Privacy Principles

Collection of information (Principles 1 to 4) 

Personal information may only be collected for lawful purposes and by lawful means.

Subject to some exceptions, information should be collected directly from the individual 
concerned.  Exceptions include:

•	 where	the	information	is	publicly	available;

•	 where	the	individual	concerned	authorises	collection	from	someone	else;	and

•	 where	the	information	will	not	be	used	in	a	form	that	identifies	the	individual.

When personal information is being collected directly from the individual, the agency 
must take reasonable steps to ensure that the individual is aware that the information is 
being collected, the purpose of collection, the intended recipient, the name and address 
of the recipient, the consequences if all or part of the information is not provided and the 
individual’s right to access and correct personal information.   

Storage and security (Principle 5) 

The agency must ensure that there are reasonable safeguards against loss, misuse or 
disclosure of personal information.

If it is necessary to disclose the personal information to another person, everything 
reasonable must be done to prevent unauthorised use or disclosure of the information.

Access to personal information (Principle 6)

Where personal information is held in a way that it can be readily retrieved, the individual 
concerned may obtain confirmation of whether the information is held and have access to 
that information. 

Part 4 of the Privacy Act sets out ‘good reasons’ for the agency refusing to give access to 
the information. The main ones include:

•	 where	withholding	the	information	is	necessary	to	protect	a	trade	secret	or	where	
disclosure of the information would be commercially prejudicial to the person who 
supplied, or is the subject of, the information (section 28(1). Note that this can be 
outweighed by the public interest (section 28(2)); 

•	 where	disclosure	would	involve	the	unwarranted	disclosure	of	the	affairs	of	another	
individual (section 29(1)(a));

•	 where	information	is	evaluative	in	nature	(for	example,	a	reference)	and	disclosure	
would breach an express or implied promise of confidentiality made to the person who 
supplied the information;  



3Guide to Using and Storing Information at the University

•	 where	the	information	relates	to	the	physical	or	mental	health	of	an	individual	and	
disclosure would be likely to prejudice the physical or mental health of that individual 
(note that where practicable the agency must first consult with the individual’s medical 
practitioner); 

•	 where	disclosure	would	breach	legal	professional	privilege;	

•	 where	material	is	stored	in	a	museum,	archive	or	library,	if	disclosure	would	breach	a	
condition of storage imposed by the donor; and

•	 where	the	request	is	frivolous	or	vexatious	or	the	information	requested	is	trivial.

As discussed below, you should refer any Privacy Act request relating to students to the 
Director, Academic Services or if the request relates to a staff member, to the HR Director.  

Correction of personal information (Principle 7) 

Everyone is entitled to request correction of their personal information and if it is not 
corrected, to request that a statement be attached to the information setting out what 
the correction sought was. The agency must either take reasonable steps to correct the 
information or, if the information is not corrected, include the applicable statement with the 
information. 

The agency must tell the individual concerned and anyone else who has been provided the 
information (if reasonably practicable) what action has been taken as a result of the request.

Accuracy (Principle 8)

An agency must take reasonable steps to ensure, having regard to the proposed use of the 
personal information, that the information is accurate, up to date, complete, relevant and 
not misleading. 

Retention (Principle 9)

An agency may not keep personal information longer than is required for the purposes for 
which it is collected. 

Limits on use (Principle 10)

An agency that holds personal information for one purpose must not use the information 
for any other purpose, subject to a few exceptions, including that:

•	 the	source	of	the	information	is	a	publicly	available	publication;	or

•	 the	individual	has	authorised	the	other	purpose.
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Limits on disclosure (Principle 11)

Personal information must not be disclosed unless the agency reasonably believes that:

•	 disclosure	is	in	connection	with	or	related	to	the	purposes	for	which	the	information	
was obtained;

•	 the	information	came	from	a	publicly	available	publication;

•	 disclosure	is	to	the	individual	concerned;

•	 disclosure	is	authorised	by	the	individual	concerned;

•	 it	is	necessary	for	a	public	sector	agency	to	disclose	the	information	to	uphold	or	
enforce the law, protect the tax base, or assist court or tribunal proceedings;

•	 disclosure	is	necessary	to	prevent	or	lessen	a	serious	and	imminent	threat	to	public	
health or safety, or the life or health of any individual;

•	 disclosure	is	necessary	to	facilitate	the	sale	of	a	business	as	a	going	concern;

•	 the	information	is	to	be	used	in	a	form	in	which	the	individual	concerned	is	not	
identified; or

•	 disclosure	has	been	authorised	by	the	Privacy	Commissioner.

Unique identifiers (Principal 12)

Unique identifiers may not be assigned to individuals unless it is necessary for the 
organisation to carry out its functions. Identifiers must be truly unique to each individual. 

Health Information Privacy Code 1994 

The Health Information Privacy Code (Code) applies to health information collected or held 
by a health agency. Health information is broadly defined in section 4(1) of the Code. A health 
agency includes all agencies providing personal or public health services (e.g. a District Health 
Board) and also a school, faculty, or department of a tertiary educational institution which provides 
the training or a component of the training necessary for the registration of a health practitioner.

All health information held by the University’s Student Health Services is covered by the 
Code. The definition of health agency also captures the Faculty of Medicine, School of 
Dentistry, School of Pharmacy and School of Physiotherapy. 

Where the Code applies, the principles set out in the Code replace the privacy principles 
discussed above. 

A copy of the Code and commentary can be found at the website of the Privacy Commissioner.

The Privacy Commissioner also publishes a health information privacy toolkit.  
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Enforcement and penalties

The Privacy Commissioner has the power to investigate complaints, call conferences 
between the relevant parties and secure a settlement between the parties concerned. 

If a complaint is not resolved, the aggrieved party or the Director of Human Rights 
Proceedings can bring proceedings before the Human Rights Review Tribunal. The Human 
Rights Review Tribunal can:

•	 make	declarations;

•	 restrain	continued	interference	with	an	individual’s	privacy;

•	 order	damages;	

•	 require	the	respondent	to	take	remedial	action.

Obstruction of the Privacy Commissioner, failure to comply with an order of the Privacy 
Commissioner or making a misleading statement to the Privacy Commissioner or any 
other person exercising powers under the Act are offences (a maximum fine of $2,000 may 
be imposed).

Privacy and the University

Who to talk to about privacy issues

Under the Privacy Act, the University must have at least one privacy officer. The University’s 
Privacy Officer is the Registrar, Jan Flood. Jan can be contacted on (479) 8250. As 
discussed above, Privacy Act requests should be referred to the Director, Academic 
Services. Privacy matters relating to staff members should be referred to the HR Director. 

Student information

Access to student information on the Personal Information Management System (PIMS) 
or Student Management System (SMS) is subject to strict conditions of use and privacy 
conditions.  Among other things, information may only be accessed where the information is 
directly needed by you to carry out a function of your University employment. Information 
may only be disclosed to another person if that person has a professional need to know the 
information. 

Staff information

Most employment information is collected and managed by HR. As such, most of the privacy 
controls are managed centrally. However, departments will have employee files that contain 
some personal information which duplicates that stored in HR, and other information that 
is not held in HR e.g. Performance and Development Review records. 
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There will also be information available to department staff members in the course of their 
employment e.g. salary information accessed as part of the budget setting process. 

Departments should:

•	 ensure	that	staff	who	have	access	to	personal	information	understand	the	requirements	
of the Privacy Act;

•	 hold	personal	information	securely	and	not	copy	it	unnecessarily.	Unauthorised	people	
must not be able to access it;

•	 ensure	that	salary	information	is	not	distributed	inappropriately		during	budget	setting;	
and 

•	 have	a	process	for	managing	access	to	personal	information.					

Research involving human participants

Rigorous processes to ensure compliance with privacy obligations are a condition of 
obtaining ethical approval to research proposals. See also the Guidelines for Ethical 
Practices in Research and Teaching Involving Human Participants.

Misuse of confidential information

Key concepts and obligations

In addition to the obligations imposed by the Privacy Act, there are general legal principles 
that protect private or confidential information. If information is wrongfully disclosed or 
used, the person responsible for the disclosure or misuse will be liable for any damage 
caused to the wronged party or have to account for profits derived from the information.1 

The following are the key elements:

•	 the	information	must	possess	the	‘necessary	quality	of	confidence’	is	it	commercially	or	
personally sensitive? Is it already in the public domain?

•	 the	information	must	have	been	disclosed	in	“circumstances	imparting	an	obligation	of	
confidence”; and

•	 there	must	have	been	an	“unauthorised	use	of	that	information”	or	a	threatened	
unauthorised use of the information.   

1 Butler, Andrew Equity and Trusts in New Zealand (2nd Edition, Brookers, Wellington, 2009). 
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The circumstances above will be a breach of the law even where there is no confidentiality 
agreement or other contractual terms in any agreement requiring information to be kept 
confidential or stored in a particular way. You should be aware that separate obligations 
of confidence may be imposed on the University under confidentiality agreements and 
other agreements, for example, research funding contracts and other types of commercial 
partnerships. Most commercial contracts entered into by the University are likely to have 
some form of confidentiality requirement.    

Who to talk to  

If you have any questions about confidentiality issues in the context of commercial research 
undertaken by the University you should contact the Office of Research and Enterprise. In 
relation to confidentiality in the employment context you should seek advice from the HR 
Director. Otherwise, the Registrar, Jan Flood, may be able to assist. 

The Official Information Act 1982

Key concepts

The purpose of the Official Information Act 1982 (OIA) is to increase the availability of 
official information to the people of New Zealand. In relation to the University, official 
information includes information held by:

•	 the	University	Council	and	its	committees;

•	 the	Senate	and	its	committees;

•	 any	staff	member;	and

•	 any	other	officer	or	employee.	

In summary, any information (written or unwritten) held by those listed above as part 
of their work for the University or University business will be official information, which 
must be released on request unless one of the relatively limited statutory grounds for 
withholding information exists. These are similar but not identical to the grounds for 
withholding information under the Privacy Act discussed above. The most relevant reasons 
for withholding information in the University context are:

•	 to	protect	the	privacy	of	individuals;	

•	 to	protect	information	which	is	supplied	subject	to	an	obligation	of	confidence	and	the	
public interest requires that such information continues to be supplied;
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•	 to	maintain	the	effective	conduct	of	public	affairs	through the protection of members of 
organisations, officers, and employees from improper pressure or harassment;   where 
disclosure would disclose a trade secret or would be likely unreasonably to prejudice the 
commercial position of the person who supplied or who is the subject of the information;

•	 to	enable	the	University	to	carry	out	commercial	activities	or	negotiations	without	
prejudice or disadvantage; 

•	 to	maintain	legal	professional	privilege;	and	to	prevent	the	disclosure	or	use	of	official	
information for improper gain or improper advantage.

There is an Office of the Ombudsman that monitors compliance with the OIA and 
investigates complaints. 

Part 7 of the Local Government Official Information and Meetings Act 1987 (LGOIMA) 
applies to the University Council and its committees. Among other things, Part 7 deals with 
public access to meetings and the availability of reports and agendas. However, the more 
general information availability provisions of LGOIMA do not apply to the University.   

Key issues

All OIA requests must be facilitated by University staff and responded to. This is done by 
University senior management and any decision to withhold information must be notified 
to the person requesting it within 20 working days. Each decision to withhold information 
when appropriate is assessed on a case by case basis. 

It is important that you understand that the OIA covers all information, whether stored 
on paper or electronically e.g. any e-mail held by a staff member in their capacity as an 
employee and/or stored on University systems is subject to the OIA. 

Reasons for decisions affecting individuals must be provided if the individual asks, but 
information provided on the basis that it will be kept confidential (such as employment 
references) can be withheld in some circumstances. 

Individuals are also entitled to be advised of any internal rules by which decisions are made. 

Who to talk to

If you receive an OIA request, contact the Registrar, Jan Flood, unless the request relates to 
employment related information, in which case you should contact the HR Director. 
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The Public Records Act 2005

Key obligations

Under the Public Records Act 2005 (Public Records Act), the University must create and 
maintain for as long as needed, full and accurate records of its affairs. This must be done in 
accordance with normal prudent business practice. The obligation also includes records of 
any matters contracted out to independent contractors. 

‘Records’ is very broadly defined and in summary means all information (including sound 
and images) compiled, recorded or stored in any way and on any medium (including 
information stored electronically). 

Archives New Zealand has published a range of mandatory standards setting out more 
detailed requirements. These include the Create and Maintain Record Keeping Standard 
and the Electronic Recordkeeping Metadata Standard.  Archives New Zealand commenced 
independent audits in 2010 and the University is likely to be audited every five to ten years. 

Under section 18 of the Public Records Act no-one may dispose of a public record without 
authorisation	from	the	Chief	Archivist.	Dispose	means	“the	transfer	of	control”	of	a	record,	
or its destruction, alteration, sale or discharge. For example, a record could be destroyed 
or it could be transferred to Archive New Zealand or some other archiving institution, as 
discussed below. In the case of Universities there is a General Disposal Authority in place, 
which sets out document retention and disposal processes for certain records that are 
common to most Universities. 

Under section 21 of the Public Records Act, the University must transfer records of long 
term value over 25 years of age to Archives New Zealand or an approved repository (the 
Hocken Library is an approved repository).  Records put into archives must be classified 
as open access or restricted access. If the records are still required then the University is 
required to enter into a deferred transfer agreement. 

University policies and processes

The University has a Records Management Policy that establishes a framework for the 
implementation of the University’s records management programme and aims to ensure 
that full and accurate records of the University’s activities are created, captured, maintained, 
made accessible, stored and disposed of in accordance with legislative requirements. This 
policy also outlines the responsibilities of staff in support of these requirements.

The University’s records management programme is coordinated by Corporate Records 
Services.

In addition, the University is implementing an Electronic Documents and Records 
Management System (EDRMS), which will help the University meet its obligations under the 
Privacy Act and effectively manage its documents and records. 
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Other document retention obligations

Legislative and other requirements

In addition to the Privacy Act and the Public Records Act, there are a number of pieces of 
legislation that impose document retention obligations on the University, including: 

•	 the Tax Administration Act 1994;

•	 the Goods and Services Tax Act 1985;

•	 the Employment Relations Act 2000;

•	 the Holidays Act 2003;

•	 the Health and Safety in Employment Act 1992;

•	 the Education Act 1989 and the Tertiary Education Commission Rules;

•	 the Crown Entities Act 2004; and

•	 the Companies Act 1993.

Other useful sources of information

•	 The Office of the Privacy Commissioner 

•	 The Office of the Ombudsman

•	 Archives New Zealand 

This guide is intended solely for use by the University of Otago and its related entities. 
The guide is general in nature and, if you have a particular query or problem, specific 
legal advice may be required. Please contact the University’s risk manager, Alex 
Sweetman at Alexandra.Sweetman@otago.ac.nz or (03) 479 5005 if you have any 
feedback on the guide or any general compliance or risk related queries.


