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Multi-factor authentication (MFA)

Find this information online in the AskOtago Knowledgebase

About multi-factor authentication (MFA)

Multi-factor authentication (MFA) is a security mechanism that requires you to provide two or more
pieces of evidence to authenticate your identity. For example, logging in to a website at home may
also require you to approve the access via an app on your mobile phone or to enter a code sent to it.
This provides an additional layer of security to ensure your account is not compromised.

MFA and Microsoft 365

Access to Microsoft 365 outside of the University of Otago network requires a second form of
identification using a mobile device. An authenticator app should be downloaded to your mobile
phone, or if this is not possible, an authentication code can be sent to you via SMS.

You will need to set up MFA when you first log in to Microsoft 365. After setting it up, make sure
your mobile phone is available nearby when you sign into Microsoft 365 in case you need to
reconfirm your identity.

Once MFA is set up on your mobile phone, your ongoing access to Microsoft 365 will be linked to it.
If you lose or replace your phone, you will need to contact AskOtago for assistance:

Freephone 0800 80 80 98 (within New Zealand)
Tel +64 3 479 7000
Email askotago.it@otago.ac.nz

e Multi-factor authentication (MFA) methods
e Downloading the Microsoft Authenticator app on an iPhone

e Downloading the Microsoft Authenticator app on an Android phone
e Setting up MFA on campus

e Setting up MFA off-campus/at home

e Updating your preferred MFA method

e Resetting your MFA configuration

Multi-factor authentication (MFA) methods

During the MFA setup process, Microsoft will ask "How should we contact you?" [to
perform MFA checks as you log in]. The two methods used by the University of Otago are:

Mobile app (preferred)

Download the "Microsoft Authenticator" app to your mobile phone. When you sign in to Microsoft
365, Microsoft will request a one-time code from the app or will send the app a “please approve this
login” message for you to approve.

Authentication via mobile phone

If you are unable to use the authenticator app, Microsoft can send an SMS (text message) code to
your mobile phone for you to enter on the Microsoft 365 login page.
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The University’s Cyber Security Team strongly recommends that you use the
“Microsoft Authenticator” app on your mobile phone as your MFA method,
as it provides the highest level of security for your account and University of Otago data.
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The University of Otago recommends the following MFA options in order of preference:

For staff
1. Microsoft Authenticator on University-owned/personal mobile device.
2. SMS/phone call to University-owned/personal mobile device.
3. Authy application installed on your own laptop (i.e. not a shared device).
4. Token2 Physical Key if none of the above are suitable.

For students

1. Microsoft Authenticator on University-owned/personal mobile device.
2. SMS/phone call to University-owned/personal mobile device.
3. Authy application installed on your own laptop (i.e. not a shared device).

Downloading the Microsoft Authenticator App on an iPhone

1. Open your App Store, search for Microsoft Authenticator, download it, and open it. Note:
ensure that this is the one offered by the Microsoft Corporation and does not contain in-app
purchases.
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2. When prompted, choose to Allow notifications and tap OK on the screen

that mentions data gathering.

all & 9:54 AM

“Authenticator” Would Like to
Send You Notifications
Notifications may include alerts,

sounds and icon badges. These can be
configured in Settings.

account

Qinn in with tha cama arcrnnint

Add personal account

Skip

<« App Store ull 9:54 AM Qi 87% @m

We gather non-personally
identifiable usage data to
help us improve the app. You
can turn this off in settings.

Learn more in the FAQs
available under the Help
menu.
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3. Tap the Skip link at the bottom until you get to the screen asking if you are Here for
work? On that screen, tap Add work account.

< App Store ull ¥ 9:55 AM Qi 86% @m)

Here for work?

Your IT Administrator will provide
a QR code for you to scan.

Add work account

Skip
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1. Open the Google Play App.

2. Search for "Microsoft Authenticator". Note: ensure that this is the one offered by the
Microsoft Corporation and does not contain in-app purchases.

Microsoft Authenticator

+ This device ~

Q Microsoft Authenticator

Ads « Related to your search

: kREERE

Authenticator App Authenticator App Authenticator App Nd
] : &

Limited-time events

3. Install, then Open the app.

Setting up MFA on campus

Sign into Microsoft 365 for the first time using your University of Otago email address and password.
Then go to the MFA set-up page and follow the instructions:

https://aka.ms/mfasetup

You can also see these instructions from step 9 in the off-campus section below.

The following Microsoft video will guide you through the steps:

How to register for Azure Multi-Factor Authentication
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Setting up multi-factor authentication from off-campus/at home

1. Open a new web browser session with no other tabs running. You don’t need
to use the University’s VPN Service to access Microsoft 365 online when you are off-
campus. Go to the Microsoft 365 sign in page and click the Sign in button.

Welcome to Office

Your place to create, communicate, collaborate, and get great work done.

2. Enter your University of Otago email address, then press the Next button.

B8 Microsoft
Sign in

@otago.ac.nz

No account? Create onel!
Can’t access your account?

Sign-in options

Next

3. If you are presented with a choice of accounts to sign in to (as shown in the screenshot
below), select Work or School account.

B® Microsoft

It looks as if this email is used with more than one
account from Microsoft. Which one do you want to
use?

¥ Work or school account
Created by your IT department

I @ otago.ac.nz

Personal account
R Created by you
I © ot2g0.ac.nz

Tired of seeing this? Rename your personal Microsoft
account.

Back
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5.

6.

Otago |

Enter your University of Otago username and password, then click Sign in.

r

Sign in

https://adfs.otago.ac.nz

Username |

Password

m Caﬂce'

In the More Information required window, press Next.

BT Microsoft
p@registry.otago.ac.nz

More information required

Your organisation needs more information to keep

your account secure

Use a different account

Learn more

Next

Additional security verification
Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

 Authentication phone 3
Mobile app
New Zealand (+64)

Phone number can contain anly the digits 0-9, dashes, spaces, full stops and parentheses.

—Method

© Send me a code by text message

Your phone numbers will only be used for account security, Standard telephone and SMS charges will apply.
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In Step 1: How should we contact you? use the drop-down option to change it to Mobile
App.
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7. Select the Use verification code radio button and click Set up. P

ST

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Mobile app v

How do you want to use the mobile app?

Receive notifications for verification

© Use verification code

To use these verification methods, you must set up the Microsoft Authenticator app.

Please configure the mobile app.

8. This will bring up the Configure mobile app window displaying a QR code. Leave this window
open and go to your mobile phone.

Configure mobile app

Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Android or iOS.
2. In the app, add an account and choose "Work or school account".

3. Scan the image below.

If you are unable to scan the image, enter the following information in your app.
Code: 345 197 120
URL: https://coleupad05.eu.phonefactor.net/pad/951085251

If the app displays a six-digit code, choose "Next".

Next Cancel

9. Hold your phone camera over the QR code displayed on your computer to scan it.

1245 AM

Scan QR codec

ir mobile app.

2 { Windows Phone, Android or i
Your account provider will display a QR code

Mork or schoal account”,

the following information in y

it e

Or enter code manually Inet/pad/S5555512
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10. The mobile app setup is now complete, so click the Next button on
your computer.

Additional security verification
Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Mobile app 02

How do you want to use the mobile app?
@ Recelve notifications for verification
Use verification code
To use these verification methods, you must set up the Microsoft Authenticator app.

Mobile app has been configured for notifications and verification codes.

11. Add your mobile phone number as a back-up and click Finished.

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 3: In case you lose access to the mobile app

New Zealand (+64) : oI J

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. I
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12. You will be prompted to sign into Microsoft 365 again. (Note: there is a link allowing you
to Sign in another way. This can be used to send you an SMS if you have difficulty with the

authenticator.)

B8 Microsoft
p@registry.otago.ac.nz

Approve sign-in request

@ We've sent a notification to your mobile device.
Please open the Microsoft Authenticator app to
respond.

Having trouble? Sign in another way

More information
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13. Signing in will send a notification to your phone. Approve this on your phone. 9“?(9

(Remember that your phone needs mobile data or Wi-Fi switched on and st U SRR

7

notifications enabled for the Microsoft Authenticator app so that it can receive the

notification).

ul 2degrees W... & 12:48 PM Qi67% =

< Accounts

Azure AD ¢

I @registry.otag...

Natifications enabled

¢
Approve sign-in?
University of Otago
p@registry.otago.ac.nz
r
Deny Approve
[€ Enable phone sign-in >

X Remove account

14. You can also tick the box on the prompt to stay signed in while your computer is on.

BE Microsoft

p@registry.otago.ac.nz

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

15. You will see a page showing that you have set up all the security features. You can close this
tab and return to Microsoft 365.
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Additional security verification

When you sign in with your password, you are also required to respond from a registered device. This makes it harder for a hacker to sign in with just a stolen password.
View video to know how to secure your account

what's your preferred option?
We'll use this verification option by default.

Notify me through app

how would you like to respond?

Set up one or more of these options, Learn more

Authentication phone New Zealand (+64) g o/

Authenticator app or Token Set up Authenticator app
Authenticator app - I iPhone

Cancel

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

Updating your preferred MFA verification method

If you have previously set up MFA to send an SMS for verification, and now want to change your
preferred verification method to use the Microsoft Authenticator app, go to the MFA setup
page: https://aka.ms/mfasetup

Click on the Sign in another way link and follow the instructions above to set up the Microsoft
Authenticator app as your preferred verification method.

Resetting your MFA configuration

If you experience any issues with your installed MFA and need to start again, please contact
AskOtago for assistance:

Freephone 0800 80 80 98 (within New Zealand)
Tel +64 3 479 7000
Email askotago.it@otago.ac.nz
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