Jamf enrolment configuration
Here’s a complete list of configuration actions performed when a computer is enrolled in Jamf (as at
April 2021):

default-loginscreen profile
e Change login window to show user and password fields instead of user icons
e Sets the University of Otago blurb below the login fields
University of Otago
If you have problems logging in please contact AskOtago on 0800 80 80 98 or email
university@otago.ac.nz.

default-configuration profile
o Delay software updates by 7 days
e Install default fonts

configure-uowifi profile
e Configures UO_WIFI

configure-apps-access profile
o Allows access for apps to system or other apps they need access to:
Outlook Otago setup access to control Outlook and System Events
Endnote and Zotero access to control Word
Jamf access to control Adobe Digital Editions
Zoom access to control computer
VirtualBox access to control computer
VLC access to control computer
Sophos Endpoint to access all files
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Parallels Desktop, FluxCenter to access user files
o LogMeln Rescue to connect techs to provide support
e Allows notifications for:
Jamf
Office apps
Sophos
Cisco Anyconnect VPN
Citrix Viewer
InformaCast desktop notifier
LogMeln Rescue
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Zoom

e Auto-approves kernel/system extensions for:
o Elgato docks

Citrix

Cisco AnyConnect VPN

Sophos

Syncplicity

Parallels

VirtualBox

VMWare
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o Zoom

configure-block-icloud-documents profile
e Blocks users from being able to sync Documents/Desktop folders with iCloud
NOTE: Doesn't apply to computers with iCloud Documents/Desktop sync turned on at time of
Jamf enrolment

Exemptions:
e Computers that already have iCloud document sync turned on
e Computers that have been granted an exemption for this policy

configure-admin-itss policy
e  Adds ITSS local admin user
e Enables access via SSH for the ITSS user only

configure-defaults policy
o  Configures defaults
o Desktop/Finder settings such as showing network drives on the desktop
o Installs utilities for managing system

= desktoppr
=  dockutil

= InputSourceSelector
= QOtago Outlook setup utility
Enable automatic system updates

Enable Fast User Switching

Show admin info in login window

Disable extra warning when connecting to network shares

Allow non-admin users to manage WiFi and printer settings

Disable sending diagnostic and usage data to Apple

Energy settings (sleep after 20 minutes on battery power, never when on charge)
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University of Otago webpage as the home page on all browsers (for new user accounts
only)

Set region to NZ and make sure Maori keyboard layout is available

Installs a trigger to enable Jamf to trigger an immediate policy refresh

Enables Screen Sharing access for ITSS user only
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Installs an Institutional FileVault key so ITSS can unlock FileVault disks without needing
the user's password (doesn't enable FileVault, only kicks in if the user enables it)

configure-department policy
e Makes sure the department specified for the assigned user in AD exists in Jamf so the computer
gets assigned to it


https://github.com/scriptingosx/desktoppr
https://github.com/kcrawford/dockutil
https://github.com/minoki/InputSourceSelector

configure-firmwarepassword policy
e Sets a firmware password so by default computers cannot be started up from external disks, put
into Target Disk Mode or restored to factory settings

Exemptions:
e Computers that have been granted an exemption for this policy

configure-netbiosd-disable policy
e 'netbiosd' is unnecessary, uses considerable processing resource, and is probably a bit too
'chatty' for the University network

configure-printers-CH policy
e Installs UO Print queue for Christchurch uniFLOW printers

configure-printers-DN policy
e Installs UO Print queue for Dunedin uniFLOW printers

configure-printers-WN policy
e Installs UO Print queue for Wellington uniFLOW printers

configure-user policy
e Removes Maps, Books, Photos, Siri from dock
e Adds Powerpoint, Excel, Word, Outlook, Firefox, Chrome, Safari, Software Centre and Downloads
folder to dock
e Sets default home page to https://www.otago.ac.nz/

domain-registry policy
e Binds to the REGISTRY domain so users can log in using their staff/external usernames

install-auto policies
Policies that auto install the default applications. In general apps are only installed if they are not
found already on the computer.

e Acrobat Reader DC
e Microsoft Office 365
e Sophos Endpoint

e Google Chrome

e  Citrix Workspace

e Mozilla Firefox

e  Microsoft OneDrive
e  Microsoft Teams

e VLCvideo player

e Zoom


https://www.otago.ac.nz/

