Installing Otago University Certificate Authority (OU CA) issued
certificates

1. Follow this link to download the OU CA root certificate: http://cdp.otago.ac.nz/University of
Otago Root CA.crt

2. Follow the instructions that are relevant to your computer.

Operating System
Windows
In Chrome or Edge you will see a warning page similar to the following:
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Download the OU CA certificate following the link given above.

Open the downloaded file from your browser.
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University of Otago Root CArt

You will be presented with information about the certificate file you have downloaded. Most
importantly, there is a warning "This CA Root certificate is not trusted". In order to trust this
certificate, click "Install Certificate..." to start the Certificate Wizard.



wh Certificate X

General Detals Certification Path

.a,g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: University of Otago Root CA
Issued by: University of Otago Root CA

Valid from 23/04/2021 to 23/04/2041

Install Certificate 5:

Once the Certificate Import Wizard opens, you will be asked whether to install the certificate for the
current user or for every user on that machine (this requires administrator privileges). In most cases,
it is best to install only for the current user (this is the default option). Click “Next”.
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o Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(®) Current User

(O Local Machine

To continue, dick Next.

Mext Cancel

In Certificate Store selection, we need to specify what kind of certificate it is we are installing.
Choose "Place all certificates in the following store", then click "Browse..."

X
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Certificate Store

Certificate stores are system areas nhere certficates are kept.

Windows can automatically select a certificate store, or you can specify  location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
@ Place al certificates in the following store
Certficate store:
[ Trusted Root Certifcaton Authorities

| [

Next Cancel



In the pop-up window "Select Certificate Store", choose "Trusted Root Certification Authorities" and
finally Click "OK". Once returned to the Certificate Store options, click "Next".

Select Certificate Store X

Select the certificate store you want to use.
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You will see a summary of the import operation. Click "Finish".
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Completing the Certificate Import Wizard

The certificate wil be imported after you cick Finish.

You have specified the

T FITTSq Trusted Root Certfication Authorities
Content. Certficate

Cancel

You should now see a Security Warning, asking to confirm your decision. This is a reminder that the
system by default does not trust this Certificate Authority and we are confirming our trust in it. Click
IlYesll.

You are about to install a certificate from a certification
! authority (C4) caiming to represent:

University of Otago Root CA

‘Windows cannot validate that the certificate is actually from
“University of Otago Root CA”, You should confirm its origin
by contacting “University of Otago Root CA", The following
number will assist you in this process:

Thumbprint (shal): 529A06EE 3864733A S9ED1TETE ADF110D4
FBCBB345

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?
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A message "The import was successful" will be displayed. Click "OK".

Close your internet browser (Edge or Chrome). Relaunch your browser and attempt to load the page
that was presenting the security warning previously. Any sites on the University network with
internally issued certificates should now load without warning.

- For more information on the subject: https://docs.microsoft.com/en-us/windows-
hardware/drivers/install/trusted-root-certification-authorities-certificate-store



Mac
The image below shows the typical error that results within a Safari web browser.

This Connection Is Not Private

You can confirm by clicking on the “Show Details” and then clicking the link to “view the certificate”

This Connection Is Not Private

This website may be impersonating “its-fmpv19-p02.registry.otago.ac.nz” to steal your
personal or financial information. You should go back to the previous page.

Go Back

Safari warns you when a website has a certificate that is invalid. This may happen if the
website is misconfigured or an attacker has compromised your connection.

To learn more, you can view the certificate. f you understand the risks involved, you can visit
this website.

In the subsequent window you will see the message “University of Otago Root CA” certificate is not
trusted.

X University of Otago Root CA
L, WX University of Otago Issuing CA
L, WX its-fmpv19-p02.registry.otago.ac.nz

its-fmpv19-p02.registry.otago.ac.nz
Issued by: University of Otago Issuing CA

Expires: Friday, 26 April 2024 at 2:13:41 PM New Zealand
Standard Time

Certificate

-

®

To fix this problem you need to download the University of Otago Root certificate add it to the Macs
keychain and trust it.

1. Browse to the following link to download the University of Otago Root certificate
http://cdp.otago.ac.nz/University of Otago Root CA.crt
If prompted to allow downloads from cdp.otago.ac.nz click “Allow”

Do you want to allow downloads on “cdp.otago.ac.nz"?

You can change which websites can download files in
Websites Preferences.

Cancel Allow

2. InFinder open you “Downloads” folder and double-click on “University of Otago Root
CA.crt”


http://cdp.otago.ac.nz/University%20of%20Otago%20Root%20CA.crt

3. When prompted authenticate to open the certificate with Keychain Access (either username

and password of the logged in user or biometric fingerprint)

4. In Keychain Access select System from the left hand side and Certificates from the tabs at
the top. You should see a row with the name University of Otago Root CA with a little red

and white x on the image.

® Keychain Access @)

All ltems s Secure Notes My Certificates Keys | Certificates

login

= University of Otago Root CA
iCloud o fioais Root certificate authority
- Expires: Tuesday, 23 April 2041 at 10:57:32 AM New Zealand Standard Time
o

®
System
System Roots Name Kind Expires

> @ 5146856F-DF82-46F1-97A0-7A113AA7FASC certificate 9/02/2023 at 3:24:22 PM
¥ com.apple.kerberos.kdc certificate 10/09/2037 at 3:28:07 PM
[ com.apple.systemdefault certificate 1/09/2037 at 9:56:24 PM
@ University of Otago JSS Built-in Certificate Authority certificate 19/02/2029 at 4:48:49 PM
Fx University of Otago Root CA certificate 23/04/2041 at 10:57:32 AM

5. Double click on the University of Otago Root CA

Keychain

System
System
System
System
System

In the subsequent dialog box click on the little arrow next to the word Trust and then change

When using this certificate: “Use Systems Defaults” to “Always Trust”

University of Otago Root CA

University of Otago Root CA

Root certificate authority

Expires: Tuesday, 23 April 2041 at 10:57:32 AM New Zealand
Standard Time

® Cif

Trust

When using this certificate: [Always Trust

Secure Sockets Layer (SSL) | Always Trust
Secure Mail (S/MIME) | Always Trust
Extensible Authentication (EAP) | Always Trust
IP Security (IPsec) ' Always Trust

Code Signing | Always Trust

Time Stamping | Always Trust

X.509 Basic Policy | Always Trust

6. Close the dialog by clicking on the red close window circle in the top left, you will
prompted to authenticate again.
The certificate should now have a little blue and white + next to the image

= University of Otago Root CA

Bl  Root certificate authority

S Expires: Tuesday, 23 April 2041 at 10:57:32 AM New Zealand Standard Time

o
@ Thi mark all s

Name Kind Expires

> [ 5146856F-DF82-46F1-97A0-7A113AA7FASC certificate 9/02/2023 at 3:24:22 PM
[ com.apple.kerberos.kdc certificate 10/09/2037 at 3:28:07 PM
& com.apple.systemdefault certificate 1/09/2037 at 9:56:24 PM
¢ University of Otago JSS Built-in Certificate Authority certificate 19/02/2029 at 4:48:49 PM  System
& University of Otago Root CA certificate 23/04/2041 at 10:57:32 AM System

7. Close “Keychain Access” and refresh the webpage.
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Browser Specific

Firefox
When visiting a site using an internal certificate you will see a "Warning: Potential Security Risk
Ahead" page:

Firefox uses its own certificate "store" (https://blog.mozilla.org/security/2019/02/14/why-does-
mozilla-maintain-our-own-root-certificate-store/). If you are using Firefox on Mac, Windows, or
Linux you will need to follow these additional instructions:

Download the OU CA (link above).

In order to add and trust the University of Otago Certificate Authority, click the 'hamburger' icon
(three horizontal lines) to the right of the address bar, then click 'Settings' in the menu.

& \Vaming: Potential Security Risk Ahead

What can you do about it?

& Always

& Privacy & Security

@ rirefox Developer Edition is not your default browser Make Default.




Scroll down to the "Certificates" section. Click "View Certificates".

View Ce

HTTPS-Only Mode

Certificate Manager

In the import file dialog box, navigate to the folder where you downloaded the certificate file. Select
the file "University of Otago Root CA.crt", then click "Open".

@ Select File containing CA certficate(s) to import x
« “ 4 &> ThisPC > Downloads v o Search Downloads
Organize v New folder =y M @
A Name Date modified Tpe Size ~

& Quick access
] Documents ~ Today (1)

& Downloads 55 University of Otago Root CA 21/

2248 pm Security Certificate 2K8

& Pictures . ~ Yesterday (1)

File name: [University of Otago Root CA o] |ceniigreFiles v

In the "Downloading Certificate" window, select "Trust this CA to identify websites", then click "OK".

Downloading Certificate

You have been asked to trust a new Certificate Authority

for the following purposes?

should examine its certificate and its policy and

View Examine CA certificate

You should return to the "Certificate Manager". Click "OK". The certificate should now be installed
and recognised by Firefox. Reload the page. You can view security information for the site by clicking
on the padlock icon in the address bar:



Connection security for pxwiki.uod.otago.ac.nz

e; You are securely connected to this site,

Verified by: University of Otago Issuing CA

Mozilla does not recognize this certificate issuer. It may have
been added from your operating system or by an
administrator. e

Mere information

Please note that this will not install the OU CA system-wide. If you were to then open the same page
in Chrome or Edge on your computer you will receive a security warning. In order to use browsers

other than Firefox, you will need to also follow the instructions given to install the OU CA on
Windows or Mac.



